Speeding up the use of ICT for health care increases the challenge for trustworthiness, security, and safety of solutions and infrastructure deployed. The WG aims to promote development, education, and training on the field of security and privacy in health care. Close collaboration with other EFMI WGs and beyond, as well as with IMIA WG4, for securing ICT solutions for health care.
Introduction
EFMI is a nonprofit organization concerned with the theory and practice of Information Science and Technology within Health and Health Science in a European context. Apart from other activities EFMI's success heavily relies on the work been done by its working groups.
Current Working Groups
Currently EFMI has 16 active working: Lacramioara Stoicu-Tivadar, EFMI Vice President in charge with WG activities and Ying "Helen" Wu, IMIA Vice President for WGs are working together to encourage an active collaboration between both organization's working groups. The objective is to identify common goals and to harmonize the cooperation between EFMI and IMIA WG actions.
The following paragraphs provide detailed information about selected working groups from EFMI.
IMIA Yearbook of Medical Informatics 2017
Main Objectives:
Introducing eHealth applications and the Biomedical and Health Informatics (BMHI) discipline into the health care domain requires high quality, educated, and trained professionals from the health and technology domains. Education is considered the most appropriate tool to improve the acceptance, attitude, and behavior towards eHealth applications by professionals working in the healthcare environment. EFMI is well aware of the importance of education and in its history; the working group in education was the first working group to be established. Since education has value internationally and there no limitations to its objectives, the working group seeks to achieve international cooperation as part of its main objectives which may be summarized as follows: Collection of information on existing programs and curricula in the field, dissemination of experiences in implementing educational programs, evaluation, and accreditation of programs, and finally certification of users in BMHI knowledge and skills. Specifically, the objectives are:
• To disseminate and exchange information on Biomedical and Health Informatics (BMHI) programs and courses. • To exchange experiences of how BMHI is taught and to improve the implementation • To establish a database on programs and courses on BMHI education • To produce international recommendations on BMHI education • to support BMHI courses and exchange of students and teachers within the EFMI countries.
• To foster the accreditation process of BMHI programs in Europe.
• To explore the process of certification of knowledge and skills of users in BMHI Relevant Activities 2016:
• Representation of EFMI in the accreditation process of academic programs was raised in regards to the IMIA Accreditation program, which was founded through the dedicated efforts of several European informaticians. IMIA agreed that EFMI will be presented in the IMIA accreditation committee that EFMI informaticians will be involved in the accreditation processes in EFMI countries, and that EFMI's role in the accreditation is adequately promoted. • The EFMI Board initiated the Accreditation and Certification process (AC2). A Task Force was established to coordinate these activities. Around 50 colleagues, friends and authors joined the celebrations and congratulated the editors and authors. The book is open access available at http://ebooks.iospress.nl/volume/ evidence-based-health-informatics-promoting-safety-and-efficiency-through-scientific-methods-and-ethical-policy and got > 3.700 downloads until January 2017. • The working group contributed to a position paper entitled "Evaluation considerations for secondary uses of clinical data: Principles for an evidence-based approach to policy and implementation." This paper will be published in the IMIA Yearbook of Medical Informatics 2017. • The working group submitted a paper entitled "How to Teach Health IT Evaluation: Recommendations for Health IT Evaluation Courses" to MIE 2017, Manchester • The working group continued its close collaboration with the IMIA Working Group on Technology Assessment and Quality Development in Health Care. Phone conferences to discuss cooperation and joint activities were held regularly. • The bibliography on health IT Evaluation is available at https://iig.umit.at/efmi/bibliography.htm. The list contains journal papers and books considered as milestone publications.
Activities Planned for 2017: Main Objectives:
The group operates as a "think-tank" drawing together leading-edge expertise not only from across the medical documentation and medical informatics spectrum but also from other professions with relevant generic input to focus on selected topic areas in support of clinical and healthcare research and routine processes.
• To promote exchange of experience in development, implementation, education, and use of health record systems • To promote exchange of standards in close co-operation with SDOs (standard development organizations) and institutions working in the field on national and European level. • To investigate the needs, opportunities, and obstacles for health information management. 
Main Objectives
Decision support systems (DSS) in biomedicine and health care, in the form of various applications, guidelines, or reminders, are applied more often to assist the decision making processes. The complexity of decision-making procedures in these areas caused the development of various decision support systems in order to provide help to the decision makers. DSS are using existing knowledge and evidence to help the decision maker to make appropriate decision for the specific situation. The quality and comprehensiveness of existing evidence and knowledge that are used in such systems influence how appropriate decisions are derived and indirectly affect decision maker`s behavior. DSS must be analyzed, systematized, and validated before adopting them for routine use because of its influence on decisions and decision makers. 
Main Objectives:
Libre/Free Open Source Software holds a great potential to overcome the fragmentation in health IT and to foster collaboration among different disciplines and stakeholders. The WG promotes this approach, organizes workshops, and serves as a networking platform for individuals interested in this approach. In particular, the LIFOSS WG aims Main Objectives:
• To support nurses and nursing organizations in the European countries with information and contacts from the field of informatics • New objectives are in preparation to allow this working group to bring high value to members' countries.
Relevant Activities 2016:
• NI2016 was conducted by IMIA NI. European group were very active. This congress had 708 participants from 42 countries giving 348 presentations/posters. The proceedings with more than 1'000 pages is available from IOS Press at http://ebooks.iospress.nl/ISBN/978- • During MIE 2016 in Munich, SSE organized the second Joint Workshop together with IMIA SiHiS WG. The title for the SSE part of the WS was "Personal health data -Privacy policy harmonization and global enforcement". It covered balance of use of patient information and management of potential conflicts, due to privacy, between health professionals, patients and secondary users. Workshop participants analyzed privacy expectations that take place in different real-life contexts such as portable health devices and personal health records and discussed mechanisms to balance them to ensure that global protection of health data and its meaningful use are realized simultaneously. • Working Group Meeting at MIE 2016 in Munich. It included a summary of past activities and a discussion on a plan for next year's activities (it was stated that the WG also needed an updated business plan, more young members, and better visibility). Furthermore, the situation of WG leadership was discussed and new WG chairs were elected. • Transfer of the WG Leadership from Pekka Ruotsalainen to Jaime Delgado during and after MIE 2016 in Munich.
Activities Planned for 2017:
• Develop a long-term activity plan for SSE, discuss it, and accept the plan in the formal Business Meeting to be held in Manchester during MIE 2017: o As a part of this plan, SSE will expand current joint work to cover other EFMI WG/ SIGs such as: consumer health informatics, Data mining and Big Data Analysis, HIS, Health Record Banking, Wearable Sensors in Health care and smart homes and ambient assisted living. This indicates the future role of SSE as a horizontal activity. This enables also SSE and other WGs to share expertise and domain specific ethical, security and privacy concerns. o Develop further the collaboration with IMIA SiHiS (Security in Health Information Systems) WG. • Develop the way SSE Workshops are functioning. Workshops should include research papers, theory papers, methodology and conceptual papers, all mixed to provide the widest possible view on the chosen topic. Workshops will be as interdisciplinary as possible, including researchers from different institutions and research fields. An important part of the workshop's time should be reserved for discussion, small groups, or other forms of interaction. • Develop the visibility of SSE's work and encourage young experts to participate more actively in the work of the SSE. • Consider new activities, such as producing regular bulletins devoted to specific issues (that could be the basis for future Workshops), re-activating the web site as a means of communication between members and to the public outside, etc. • Organize a new Workshop form MIE 2017 in Manchester. The Workshop topic will be "Security and Privacy Standardization in Healthcare -Impact on Patient´s New Roles". The workshop will include four 15 min presentations with a thirty minute discussion between presenters and attendees. The presentations will focus on standards and related initiatives in security and privacy in healthcare and will focus on their connection to patients' security taking into account the clear current trend towards patient empowerment.
